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1
Decision/action requested

This contribution proposes a solution to TR 33.809 study on 5G security enhancement against False Base station for preventing UE from attaching to a false base station. 
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Rationale

In TR 33.809, key issue #4, Protection against SON poisoning attempts describes that, UE performs the signal power measurement of the neighbouring cells based on the Synchronization Signal Block which carries the synchronization signal and Master Information Block (MIB) without security protection.  A fake base station which knows the cell Id of real base station, can impersonate as real base station and cause handover to fake base station i.e., UE may connect to a false base station. 
This proposal provides a solution to prevent the UE from attaching to the fake base station during handover. This proposal also provides solution to isolate the fake base station. 
4
Detailed proposal
**** START OF CHANGES ****

6.Y
Solution #Y: Preventing UE from attaching to a false base station  

6.Y.1
Introduction

This solution addresses the key issue #3 on network detection of nearby fake base station to prevent the UE from attaching to the fake base station during handover. This proposal also provides solution to isolate the fake base station, which assume to be attached to the network through air interface.
6.Y.2 Solution details
6.Y.2.1 Generation of Anonymity Challenge Parameter by gNB 
This solution introduces a new parameter called Anonymity Challenge Parameter (CA) which is a parameter that is unique for all the gNB’s in one PLMN and a CA is assigned initially to each gNB. This Anonymity Challenge Parameter (CA) is further used as an input to generate a UE specific Anonymity Challenge Parameter (i.e., CAgNBUE) based on the UE’s present in the cell. 

UE specific Anonymity Challenge Parameter (CAgNBUE): It is generated by the gNB by using sensitive information such as UE history information which includes last visited cell information, last visited PLMN including the cell Id, cell type, time UE stayed in cell etc.. from UE, cell information, gNB information such as gNB Id, Cell Id, cell carrier frequency  and initial CA parameter assigned to particular gNB. The UE specific Anonymity Challenge Parameter (say CAgNBUE) is generated by gNB only when UE’s are in RRC connected state.In this solution, the CA parameteris used in the 5GS, in order to provide and support privacy issues for gNB’s and UE’s during handover and before handover procedure initiates CA parameter may be negotiated between the gNB’s and UE’s in order to prevent the UE from attaching to a false base station. 
6.Y.2.2 Preventing UE from being attached to false base station 
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Fig 6.Y.2.2-1 Procedure for negotiation of Anonymity Challenge Parameter in non-roaming scenario
0.a. The UE sends RRC setup request to the gNB. Fig 6.Y.2.2-1 depicts the procedure for negotiation of Anonymity Challenge Parameter in non-roaming scenario.

0.b-0.c. The gNB sends RRC setup message to the UE and UE sends the RRC setup complete message as an acknowledgement.

0.d The gNB shall generate the Anonymity Challenge Parameter (say CAgNBUE-1, CAgNBUE-2 etc…) for all the UE’s present in the cell.

1. The gNB shall send the UE specific Anonymity Challenge Parameter (CAgNBUE-1) to the UE in Measurement command message.

2. The UE shall acknowledge the Anonymity Challenge Parameter (CAgNBUE-1) by sending the acknowledgement in Measurement Report.

3. When there is a need for handover, the source gNB shall initiate Anonymity Challenge negotiation with the target gNB.

4. The target gNB shall send the CAgNB-T parameter along with the Anonymity Challenge Negotiation response.

5. The source gNB shall check for the correlation of CA associated with the Cell ID in Access Control List.

6. If negotiation is successful, the source gNB shall send Handover request to the target gNB and the Handover procedure proceeds as defined in 23.502 [7].

7. If negotiation fails:

a. The source gNB shall send the target gNB the failure cause message and source gNB shall add the target gNB to black list or;

b. The timer can be maintained in order to re-attach with the same target gNB. After the timer is expired the source gNB can add the fake gNB Id to the black list or;

c. Service provider may remove the gNB from the black list if gNB is proven to be genuine or;

d. The source gNB shall request UE to log new Measurement Report.

8. After successful Anonymity Challenge negotiation, the target gNB sends Handover command message to the UE.

9. Procedure for Xn handover between source and target gNB as defined in 23.502 [7] is followed.

6.Y.3
Evaluation

TBD

**** End of Changes ****

� EMBED Visio.Drawing.15  ���








[image: image2.emf]UE-1 S-gNB T-gNB

0.a. RRC setup request

0.b. RRC  setup 

0.c. RRC setup complete

0.d. Generation of C

AgNB-S

 by S-gNB based on the available UE͛s in the cell

1.  Measurement Command (Anonymity 

Challenge Parameter  C

AgNBUE-1

)

2. Measurement Report (Anonymity 

Challenge Parameter  C

AgNBUE-1

  Ack)

3. Anonymity Challenge negotiation

4.Negotiation response (C

AgNB-T

)

5. Checks for the unique C

AgNB-T

 associated with the UE͛s in ACL

6. HO request (if successful) / HO failure

7.If receives verification successful computes new 

Anonymity Challenge Parameter  for UE

8. HO command (indication for selected ciphering and integrity 

algorithms, identifiers, C

AgNBUE1-T

)

9. Connection established

UE-1
S-gNB
T-gNB
0.a. RRC setup request
0.b. RRC  setup
0.c. RRC setup complete
0.d. Generation of CAgNB-S by S-gNB based on the available UE’s in the cell
1.  Measurement Command (Anonymity Challenge Parameter  CAgNBUE-1)
2. Measurement Report (Anonymity Challenge Parameter  CAgNBUE-1  Ack)
3. Anonymity Challenge negotiation
4.Negotiation response (CAgNB-T)
5. Checks for the unique CAgNB-T associated with the UE’s in ACL
6. HO request (if successful) / HO failure
7.If receives verification successful computes new Anonymity Challenge Parameter  for UE
8. HO command (indication for selected ciphering and integrity algorithms, identifiers, CAgNBUE1-T)
9. Connection established



